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Abstract

The problem of decoding up to error correcting capacity of arbi-
trary linear codes with the use of Gröbner bases is addressed. A new
method is proposed, which is based on reducing an initial decoding
problem to solving some system of polynomial equations over a finite
field. The peculiarity of this system is that, when we want to decode
up to half the minimum distance, it has a unique solution even over
the algebraic closure of the considered finite field, although field equa-
tions are not added. The equations in the system have degree at most
2. Some experimental results for the method are presented.

1 Introduction

In this paper we consider bounded distance decoding of arbitrary linear codes
with the use of Gröbner bases. In recent years a lot of attention was devoted
to this question for cyclic codes that is a particular subclass of linear codes. In
this introduction we give some background on decoding with Gröbner bases
for cyclic codes and sketch several approaches that exist for arbitrary codes.
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The reader is assumed to be familiar with the basics of error-correcting codes
and Gröbner bases theory. Introduction material can be taken for instance
from [5, 19] and [11, 13], respectively. Next we give some remarks on finding
the minimum distance by techniques based on Gröbner bases. At the end
we present some backround on the complexity of algorithms of decoding and
finding the minimum distance.

Quite a lot of methods exist for decoding cyclic codes and the literature
on this topic is vast. We just mention [5, 19, 24]. All these methods are
of polynomial complexity and efficient in practice, but do not correct up
to the true error-correcting capacity. The Gröbner bases based techniques
were addressed to remedy this problem, but have as a drawback that they
have exponential complexity. These methods can be roughly divided into the
following categories:

- Unknown syndromes: [5, pp. 231-240] and [25, 15, 16];

- Newton identities method: [2, 3, 1, 9];

- Cooper’s philosophy using the power sums: [10, 8, 9, 7, 18].

Our method is a generalization of the first one of unknown syndromes for
arbitrary linear codes.

This outline paper is organized as follows. In section 2 we introduce the
notion of an MDS basis and MDS matrix together with some important
properties. In section 3 we present the main result. The proofs in this
section are just outlined, only the main idea is given. In section 4 we show
some experimental results obtained with the technique we presented. We
conclude and summarize in section 5. The extended version of this outline
paper is [20].
Notations: A field is denoted by F and its algebraic closure by F̄. The finite
field with q elements is denoted by Fq. If I is an ideal in the polynomial ring
F[X1, . . .Xn] over the field F, then a zero or a solution of I is a point x ∈ F̄n
such that f(x) = 0 for all f ∈ I. The zero set of I is the set of all solutions
of I in F̄n and is denoted by Z(I).
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2 Matrix in MDS form

Let F be a field. Let F̄ be the algebraic closure of F. Let b1, . . . ,bn be a
basis of Fn. Now B is the n× n matrix with b1, . . . ,bn as rows.

Definition 2.1 The (unknown) syndrome u(B, e) of a word e with respect
to B is the column vector u(B, e) = BeT . It has entries ui(B, e) = bi · e for
i = 1, . . . , n.

Definition 2.2 Define the coordinatewise star product of two vectors x,y ∈
Fn by
x ∗ y = (x1y1, . . . , xnyn). Then bi ∗ bj is a linear combination of the basis
vectors b1, . . . ,bn, that is there are constants µijl ∈ F such that

bi ∗ bj =
n∑

l=1

µijlbl.

The elements µijl ∈ F are called the structure constants of the basis b1, . . . ,bn.

Definition 2.3 Define the n× n matrix of (unknown) syndromes U(e) of a
word e by uij(e) = (bi ∗ bj) · e. The following abbreviations u(e) and ui(e)
are used for u(B, e) and ui(B, e), respectively.

Remark 2.4 The relation between the entries of the matrix U(e) and the
vector u(e) of unknown syndromes is given by

uij(e) =

n∑

l=1

µijlul(e).

Proposition 2.5 The rank of U(e) is equal to the weight of e.

Proof. The proof is straightforward. See also [17, Lemma 4.7]. �
So there are wt(e)+1 columns of U(e) that are dependent and every w tuple
of columns of U(e) are independent if w ≤ wt(e). We will look at the smallest
t such that the first t+ 1 columns are dependent. Consider the v×w matrix
Uvw(y) of a word y with the entries uij(y) for i = 1, . . . , v and j, . . . , w. For
an arbitrary matrix B we have to go through all the

(
n
w

)
of all w-tuples of

columns of B with w ≤ wt(e)+1 to find such a dependency. This is not very
efficient. There is a more efficient way with the help of a B in special form.
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Definition 2.6 Let b1, . . . ,bn be a basis of Fn. Let Br be the r× n matrix
with b1, . . . ,br as rows. Let B = Bn. We say that b1, . . . ,bn is an ordered
MDS basis and B an MDS matrix if all the t× t submatrices of Bt have rank
t for all t = 1, . . . , n. Let Ct be the code with Bt as parity check matrix.

Remark 2.7 Let B be an MDS matrix. Then Ct is an MDS code for all t.

Remark 2.8 Let C̃ be the code over Fqm that is generated by C. Then C
is the restriction of C̃ to Fnq , that is C = Fnq ∩ C̃. Furthermore C and C̃ have
the same minimum distance.
For any prime p and positive integer M there is an algorithm of polynomial
computing time (p logM)O(1) that computes an irreducible polynomial of
degree m = M + o(M) over Fp. See [22, 23]. Hence for a given field Fq, the
complexity of finding an extension Fqm such that qm ≥ n, is polynomial in
n.

Definition 2.9 Let M be an m × n matrix. Let i = (i1, . . . , iu) with 1 ≤
i1 < · · · < iu ≤ m and j = (j1, . . . , jv) with 1 ≤ j1 < · · · < jv ≤ n. Then
M [i, j] is the u × v submatrix of M consisting of rows indexed by i and
the columns indexed by j. Define furthermore M [u, j] = M [(1, . . . , u), j] and
M [i, v] = M [i, (1, . . . , v)].

Proposition 2.10 Suppose that B is an MDS matrix. Let w = wt(e). If
u ≥ w, then

rank(Uuv(e)) = min{v, w}.

Proof. The triple product Uuv(e) = BuD(e)BT
v implies that

rank(Uuv(e)) ≤ min{v, w},

since rank(Bu) = u, rank(Bv) = v and rank(D(e)) = w ≤ u.
Let j = (j1, . . . , jw) be the w positions of the support of e in increasing order.
Let e′ = (ej1, . . . , ejw). Then B[v, j] is the submatrix of Bv consisting of the
columns indexed by j. So BuD(e)BT

v has B[u, j]D(e′)B[v, j]T as submatrix
and with zeros in the complementary entries. Now D(e′) is invertible, since
all the coordinates of e′ are nonzero. Hence BuD(e)BT

v has the same rank
as B[u, j]B[v, j]T .
It is assumed that w ≤ u. Hence B[w, j] is an invertible submatrix of B[u, j],
since B is an MDS matrix. Hence B[u, j]B[v, j]T has the same rank as B[v, j]T
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If w ≤ v, then B[w, j] is an invertible w × w submatrix of B[v, j]. Therefore
the rank of Uuv is equal to w.
If w > v, then B[v, j]T is a generator matrix of an MDS code of length w
and dimension v. Therefore the rank of Uuv is equal to v. �
Hence Unv(e) has rank v if v ≤ wt(e), and its rank is wt(e) if v > wt(e).

3 Decoding up to half the minimum distance

Without loss of generality we may assume, after a finite extension of the
finite field Fq, that n ≤ q. Let b1, . . . ,bn be a basis of Fnq . From now on we
assume that the corresponding matrix B is an MDS matrix.

Let C be an Fq-linear code with parameters [n, k, d]. Choose a parity check
matrix H of C. The redundancy is r = n− k. Let h1, . . . ,hr the the rows of
H. The row hi is a linear combination of the basis b1, . . . ,bn, that is there
are constants aij ∈ Fq such that

hi =

n∑

j=1

aijbj.

In other words H = AB where A is the r × n matrix with entries aij.

Remark 3.1 Let y = c + e be a received word with c ∈ C a codeword and
e an error vector. The syndromes of y and e with respect to H are equal
and known: si(y) := hi · y = hi · e = si(e) and they can be expressed in the
unknown syndromes of e with respect to B:

si(y) =

n∑

j=1

aijuj(e),

since hi =
∑n

j=1 aijbj and bj · e = uj(e).

Definition 3.2 The ideal I(t,U , V ) in the ring F[U1, . . . , Un, V1, . . . , Vt] is
generated by the elements

∑t
j=1 UijVj − Uit+1 for i = 1, . . . , n

Let Z(t,U , V ) be the zero set of I(t,U , V ) over F̄.
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Definition 3.3 The ideal J(y) in the ring Fq[U1, . . . , Un] is generated by the
elements ∑n

l=1 ajlUl − sj(y) for j = 1, . . . , r

Let J(t,y) be the ideal in Fq[U1, . . . , Un, V1, . . . , Vt] generated by J(y) and
I(t,U , V ) from Definition 3.2.

Remark 3.4 The ideal J(t,y) is generated by n− k linear functions and n
quadratic polynomials.

Now we state several lemmas that are used in the proof of the main
theorem: Theorem 3.8. They are quite elementary, so we omit the proofs.

Lemma 3.5 If y = c + e for some c ∈ C and wt(e) = t, then there is a v
such that (u(e),v) is a solution of J(t,y).

Lemma 3.6 Let (u,v) be a solution of J(t,y). Then there is a unique e
such that u = u(e), furthermore y = c + e for some c ∈ C and wt(e) ≤ t.

Lemma 3.7 If (u,v) and (u,w) are distinct solutions of J(t,y), then there
is a solution (u, z) of J(t′,y) for some t′ with t′ < t. If furthermore t′ = 0,
then y is a codeword.

Theorem 3.8 Let B be an MDS matrix with structure constants µijl and
linear functions Uij. Let H be a parity check matrix of the code C such that
H = AB. Let y = c + e be a received word with c in C the codeword sent
and e the error vector. Suppose that the weight of e is not zero and at most
(d(C) − 1)/2. Let t be the smallest positive integer such that J(t,y) has a
solution (u,v) over F̄q. Then wt(e) = t and the solution is unique satisfying
u = u(e).

Proof. 1) There is a solution (u(e),v) of J(wt(e),y) by Lemma 3.5.
2) Suppose that t is the smallest positive integer such that J(t,y) has a
solution over F̄q. Then t ≤ wt(e) by (1).
Suppose that (u′,v′) is a solution. Then there is a unique e′ ∈ Fnqm for some

m such that u′ = u(e′) and y = c′ + e′ for some c′ ∈ C̃ and wt(e′) ≤ t
by Lemma 3.6. Now s(e′) = s(y) = s(e). Hence e′ − e is a codeword of
C̃. Now C and C̃ have the same minimum distance by Remark 2.8. By
assumption we have that wt(e) ≤ (d(C̃)− 1)/2. The minimality of t implies
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wt(e′) ≤ t ≤ wt(e). Hence e′ − e is a codeword C̃ of weight strictly smaller
than d(C̃). So e′ = e. Therefore u′ = u(e) is unique if (u′,v′) is a solution.
Now suppose that (u,v) and (u,w) are distinct solutions of J(t,y). Then
there is a solution (u, z) of J(t′,y) for some 1 ≤ t′ < t by Lemma 3.7, since y
is not a codeword. This contradicts the minimality of t. Hence the solution
is unique. �

Definition 3.9 Let V be an l × m matrix with entries in F[U1, . . . , Un].
Let Vuv be the submatrix of V consisting of the first u rows and the first
v columns. Let I(t,V) be the ideal generated by the determinants of all
(t + 1)× (t + 1) submatrices of Vl,t+1. Let Z(t,V) be the zero set of I(t,V)
in F̄n.

Corollary 3.10 Let y = c + e be a received word with c in C the codeword
sent and e the error vector. Suppose that the weight of e is not zero and at
most (d(C)−1)/2. Let t be the smallest positive integer such that J(t,y) has
a solution. Then the solution is unique and the reduced Gröbner basis G for
the ideal J(t,y) with respect to any monomial ordering will be

Ui − ui(e), i = 1, . . . , n,

Vj − vj, j = 1, . . . , t,

where (u(e),v) is the unique solution.

Proof. The corollary states that the unique solution of Theorem 3.8 has
multiplicity one. Let us first give a sketch of the proof. If (u,v) is the unique
solution of J(t,y), then u ∈ F̄n is the unique element in the intersection of
the linear affine spaces Z(J(y)) and Z(t,U). We show that Z(t,U) is the
finite union of linear spaces. The solution is unique. Hence Z(J(y)) intersects
exactly one of the components of Z(t,U). The intersection of linear spaces
is transversal, since the intersection consists of exactly one point. Hence
J(y) + I(t,U) is equal to the maximal ideal 〈U1 − u1, . . . , Un − un〉. The Vj
satisfy linear equations in the Uij which we now may assume to be constants.
The solution for the Vj is unique and equal to vj. Gaussian elimination gives
that Vj − vj is an element of J(t,y).

�

Remark 3.11 We note that in [1] Augot et al. also prove the uniqueness
result for cyclic codes. Still they did not succeed to prove that their unique
solution has multiplicity one. Our Corollary 3.10 states exactly this for ar-
bitrary linear codes.
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4 Simulations and experimental results

All computations in this section were undertaken on AMD Athlon 64 Pro-
cessor 2800+ (1.8MHz), 512MB RAM under Linux. The computations of
Gröbner bases were realized in SINGULAR 3-0-1 [14]. The command std

was chosen as more effective than slimgb.
Here we present some results on decoding with the use of Theorem 3.8

for binary random codes. First we determine the minimum distance of a
random code with the method from [6] and then perform decoding of some
given number of received words. The number of errors that occur in these
received words equals the error capacity of the code. The results are given
in the following table, with the columns: the parameters of the code, the
error-correcting capacity, time to compute the minimum distance, total time
to decode with Gröbner bases, the number of received words, and the aver-
age time to decode with Gröbner bases, respectively. The time is provided
in seconds.

Code err. cap. mindist. GB dec. no. of rec. average

[25,11,4] 1 2.99 1.10 300 0.0037
[25,11,5] 2 21.58 2.89 300 0.0096
[25,8,5] 2 0.99 1.84 300 0.0061
[25,8,6] 2 3.38 1.79 300 0.0060
[25,8,7] 3 12.26 6.94 300 0.0231
[31,15] 2 - 10.76 300 0.0359
[31,15] 3 - 11.19 10 1.119

We only cite the time needed for GB computations in the decoding. They
are responsible for approximately 90% of the overall decoding time. The rest
is spent on auxiliary operations and manipulations. The bar ”-” means that
a computation took more than 1000 sec. and we were not able to actually
compute min.dist. in a short time, so we have just assumed the error capac-
ity.
We are able to correct even more errors in larger codes. Next table shows
timings for binary [120, 10], [120, 20], [120, 30] and [150, 10] codes, where 1
means one second or less. As the behavior of decoding seems to be more or
less the same for all error-vectors of the given weight, we have used only 1
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received word in the table below.

no. of err. [120,40] [120,30] [120,20] [120,10] [150,10]

2 1 1 1 1 1
3 13 1 1 1 1
4 313 9 1 1 1
5 - 62 1 1 1
6 - 200 5 1 3
7 - 933 14 1 4
8 - - 32 1 4
9 - - 74 1 4
10 - - 183 2 6
11 - - 633 3 6
12 - - - 4 6
13 - - - 5 8
14 - - - 6 8
15 - - - 14 10
16 - - - 20 11
17 - - - 29 16
18 - - - 71 16
19 - - - 139 34
20 - - - 327 53
21 - - - - 84
22 - - - - 133
23 - - - - 241
24 - - - - 513

Remark 4.1 For a method for speeding up the above computations see
[6]. There we also compare our method with the one of Fitzgerald-Lax [12].
The simulations indicate that when dealing with random (binary) codes the
Fitzgerald-Lax method has problems starting already at 3 errors [20, 6].

Remark 4.2 On some comparisons for Hermitian codes see [6]. Consult the
latter reference also for comparisons with the method of Augot et. al. for
cyclic codes.
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Remark 4.3 We note that the rate of a code is a determining factor for
complexity. Indeed, we have a system with n + t variables and n + r equa-
tions. If was noticed by researchers that overdetermined systems of algebraic
equations in general are easier to solve (cf. e.g. [4], [21]). So if, for given
n, we increase redundancy r, or reduce the number of errors t we want to
solve, the system becomes more overdetermined, which positively reflects on
complexity. We could see on the above tables, how decrease in dimension
caused better performance of the system.

5 Conclusions and final remarks

In this paper we proposed the new method for decoding arbitrary linear
codes. This method is based on reducing an initial decoding problem to
solving some system of polynomial equations over a finite field. The pecu-
liarity of our system is that it has a unique solution even over the algebraic
closure of the finite field we are working with, although we have not added
field equations. The equations in our system have degree at most 2, which
is a certain plus. Nevertheless, high density of equations provides obstacles,
when working with large parameters of codes.

Here we briefly mention that the above method can also be adapted for
finding the minimum distance and nearest codeword decoding. Another in-
teresting issue to consider is to look at generic decoding, where syndromes
enter as variables, rather than concrete values. For some details on all the
above see [6]. We also refer to this paper for some discussions on complexity
issues.

We have compared our method with other existing methods. Although,
our method is slower, than e.g. the method based on Waring function de-
signed specifically for cyclic codes [1], it is much faster, than the method
of Fitzgerald-Lax for arbitrary linear codes. We also have shown that our
approach in some range of parameters is superior to the generic syndrome
decoding - basically the only generic decoding algorithm, except by pure ex-
haustion. The rough clue would be to use our method instead of syndrome
decoding, when the dimension of a code is small comparing to its length, but
not too small, so that exhaustion is infeasible.

As future work we see applications of the described method to crypt-
analysing schemes based on error-correcting codes. The question of generic
decoding and closed formulas also deserves further attention.
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[4] M. Bardet, J.-C.Faugére, and B. Salvy. Complexity of Gröbner basis
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